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The highly competitive environment in the fi-
nancial sector has driven banking institutions 
to venture into new financial markets and work 
with new  products, which has increased the 
complexity of their operations and risk profile. 
A deeper analysis is required of all risks. In this 
regard, one of the biggest challenges faced by 
banking institutions is the adequate manage-
ment and supervision of operational risk. 

Given the importance of operational risk to ef-
fective banking system performance and sta-
bility, the Association of Supervisors of Banks 
of the Americas (ASBA), decided to study this 
issue. Its members agreed that  ASBA form a 
Working Group (“Group”) to study the cur-
rent state of, and outlook for, operational risk 
management and supervision in the Region. 
The Group also had the mandate to establish, 
based on the experience of its members, a se-
ries of good practices and recommendations 
to improve the frameworks of operational risk 
regulation and supervision of the countries in 
the Region.  

Initially, the Group analyzed basic elements 
of operational risk, including the regulatory 
and supervisory frameworks in the Region. 
Subsequently, the Group analyzed the role of 
the Board of Directors in the establishment 
of an operational risk management frame-
work and that of the senior management in 
implementing it. In the third place, the tools 
used to identify, assess, monitor, and control 
operational risk were evaluated, and the way 
in which loss event information related to op-
erational risk is recorded and classified. 

The Group continued its work by analyzing the 
role of the internal audit in reviewing the op-
erational risk framework and its implementa-
tion. The work concluded with a review of the 
disclosure of operational risk data in the Region 
and the challenges faced by member countries 

regarding operational risk on the road towards 
the implementation of Basel II . 
Throughout the document, a considerable 
number of relevant practices and recommen-
dations are presented. In this regard, some 
lines of action supported by the Group in-
clude the following. 

1.The Region should attempt to converge 
toward a single definition of operational 
risk and have a similar classification of loss 
events arising from operational risk. The 
harmonization of these concepts would 
help bring about greater information-shar-
ing and collaboration among supervisors, 
which would contribute to developing a 
more comprehensive view of operational 
risk in banking institutions. 

2.Banking institutions and supervisors 
should no longer treat operational risk as 
a purely financial risk, but rather as a dis-
tinct type of risk that is present in all ac-
tivities of the institution. Therefore, pro-
moting the creation of specialized units 
to analyze this risk, both within banks 
and supervisory bodies, is encouraged. A 
structure must be established capable of 
implementing the broad framework ad-
opted by a bank’s Board of Directors for 
management of operational risk manage-
ment. This structure would include clearly 
defined policies, processes and proce-
dures to effectively measure, monitor and 
control operational risk.    

3.The Board of Directors should define clear 
lines of responsibility and accountability re-
garding operational risk. Likewise, and with 
the help of senior management, the Board 
should create a culture within the organiza-
tion that gives high priority to an effective 
operational risk management system and to 
enforcement of sound operational controls.  

EXECUTIVE SUMMARY
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EXECUTIVE 
SUMMARY 

The Group believes that management of 
operational risk is more effective when the 
corporate culture stresses high standards of 
behavior and performance at all levels of the 
bank, which should be underscored and pro-
moted by the Board of Directors and senior 
management.   

4.Banking institutions should use all avail-
able tools to identify, evaluate, mitigate 
and control operational risk. Consequent-
ly, supervisory authorities, in addition to 
fostering the use of the various tools cited 
in this document, should promote broad-
er use of stress testing and analysis of sce-
narios at medium- and smaller-sized in-
stitutions that will provide valuable input 
for, among other things, the evaluation of 
contingency plans. 

5.The Group concurs with the Basel Com-
mittee that there must be a commitment 
on the part of banking institutions to 
ensure that personnel charge with opera-
tional risk management are duly qualified, 
with relevant experience, technical skills, 
and access to resources, and possess the 
ability to communicate effectively with 

personnel responsible for other risks 
(credit, market, etc.). 

6.Banking institutions should record all 
operational losses or define a low thresh-
old above which data on loss events will 
be collected to ensure that the data base 
on operational losses is as complete as 
possible. 

7.Banking institutions must disclose infor-
mation about its exposure and manage-
ment of operational risk to all interested 
parties, including: Boards of Directors, 
senior management, supervisory authori-
ties, investors, and the public at large. 
Disclosure of this information will rein-
force principles of transparency and pro-
mote market discipline. 

8.Lastly, banking institutions and supervi-
sors should ensure that the framework 
defined for management of operational 
risk at the institution is subject to an ef-
ficient and comprehensive internal audit 
process conducted by personnel who are 
independent, appropriately trained and 
competent. 
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The development and consolidation of ever 
larger and more sophisticated financial in-
stitutions has been driven principally by  fi-
nancial deregulation and globalization. These 
institutions carry out activities in multiple 
markets and have developed successively 
more complex risk profiles. As a consequence, 
the administration of operational risk now 
represents one of the biggest challenges that 
banks face. 

In addition, the concept of operational risk 
concept has become much more important 
in the international financial community ow-
ing to the collapse of certain financial and 
non-financial institutions caused in part by 
operational problems. This does not mean 
that financial institutions in general do not 
prevent, manager or implement programs to 
reduce potential problems of an operational 
nature. Certain institutions and international 
organizations have advanced different initia-
tives that seek to make banking institutions 
consolidate loss events owing to operational 
risk and to make it be considered a distinct 
category of risk. 

For preparing this document, the Group con-
centrated on studying the operational risk 
management conducted by the institutions 
in the Region and  the duties performed by 
supervisory authorities. In order to obtain 
information for this analysis, the Group 
designed a 67-question survey divided into 
seven chapters that was sent to all Associ-
ated Members of ASBA. The survey was an-
swered by the following 15 countries:  Argen-
tina, Brazil, Canada, Cayman Islands, Chile, 
Colombia, El Salvador, México, Nicaragua, 

Netherlands Antilles, Paraguay, Peru, Spain, 
the United States and Uruguay. 

It should be noted that no special emphasis 
was placed on either measuring operational 
risk or calculating the capital requirements 
for operational risk under the new Basel II 
framework, although some of the progress 
in the Region is discussed. As a result, the 
Group recommends creating another group 
to pursue these issues in greater depth and 
expand upon the work that has been com-
pleted to date. 

This document has seven chapters. Chapter 
1 explores the general framework in which 
operational risk management is carried out 
in the Region, sets forth a definition for 
operational risk, and reviews the actions of 
different regulators regarding how this risk 
is supervised.  Chapter 2 considers the role 
of the Board of Directors in the design of an 
adequate operational risk framework, and 
that of senior management regarding its im-
plementation. Chapter 3 analyses the use of 
tools to identify, assess, monitor and control 
operational risk in the Region, while Chapter 
4 looks at recording and classifying data on 
losses arising from operational risk.  Chapter 
5 focuses on the role of internal audit in eval-
uating the framework and practices relating 
to operational risk framework, while Chap-
ter 6 analyses disclosure of operational risk 
data. In conclusion, Chapter 7 comments on 
the challenges that face member countries of 
the Region regarding operational risk on the 
road towards implementing the Basel II capi-
tal framework.  

INTRODUCTION
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Operational Risk:
its Importance and its 
Regulatory and Supervisory 
Framework in the Region 

Chapter 1
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The growing importance of operational risk has 
intensified the efforts to group together opera-
tional events under a distinct risk category.  
This has, in turn, convinced financial institu-
tions to pay more attention to and dedicate 
more human and economic resources to the 
adequate management of operational risk.  

In this first chapter, after providing a definition 
of operational risk, the general framework un-
der which operational risk management is car-
ried out in the Region is explored and the po-
sitioning of different regulators relative to the 
supervision of operational risk management is 
reviewed.  

1.1
Definition of operational risk 

The first step required to deal with the issue is to 
establish a shared definition for operational risk. 
The Basel Committee defined operational risk 
as “the risk of loss resulting from inadequate or 
failed internal processes, people and systems, or 
from external events. The definition includes le-
gal risk but excludes strategic and reputational 
risk.”1  The Group will use this definition for this 
document. 

In addition, the Basel Committee has defined a 
series of types of operational risk events that are 
commonly considered as having the potential 
to result in substantial losses and that help to 
refine the definition of operational risk. These 
events are: 
 

1.Internal Fraud: For example, intentional 
misreporting of positions, employee theft, 
and insider trading on an employee’s own 
account.2

2.External fraud: For example, robberies, forg-
ery, cheque kiting, and damage from com-
puter hacking3.

3.Employment practices and workplace safety: 
For example, workers compensation claims, 

violation of employee health and safety 
rules, organized labor activities, discrimina-
tion claims, and general liability.  

4.Clients, products and business practices: For 
example, fiduciary breaches, misuse of con-
fidential customer information, improper 
trading activities on the bank’s account, 
money laundering, and sale of unauthorized 
products.

5.Damage to physical assets: For example, ter-
rorism, vandalism, earthquakes, fires, and 
floods.

6.Business disruption and system failures: For 
example, hardware and software failures, 
telecommunication problems, and utility 
outages.

7.Execution, delivery and process manage-
ment:  For example, data entry errors, collat-
eral management failures, incomplete legal 
documentation, unapproved access given 
to client accounts, non-client counterparty 
misperformance, and vendor disputes. 

1 BIS. Basel Committee on Banking Supervision. Sound Practices for the Management and Supervision of Operational Risk. February 2003. 
2 Alternative definition: Intentional acts to try to defraud or misappropriate assets from an entity or that circumvent laws or regulations, where 
at least an employee or an administrator of the entity is implicated.
3 Acts carried out by a person outside of the entity who is trying to defraud or misappropriate assets from the entity or circumvent laws or 
regulations.
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chapter 1. Operational risk: its importance 
and its regulatory and supervisory framework in the region

1.2.
Overview

1.2.1
Definition
From the survey carried out by the Group, 
it became evident that most of the coun-
tries in the Region use a definition of opera-
tional risk definition quite similar to that of 
Basel II. Only one country, Colombia, has 
established a broader definition that in-
cludes reputational risk, which was express-

ly excluded by the Basel Committee. On the 
other hand, Uruguay has a more limited 
definition since it excludes legal risk. The 
survey also reveals that operational risk is 
considered relevant by the majority of regu-
lators in the Region. 

1.2.2.
Aspects of regulation and supervision of operational risk 
Only two of the fifteen countries that responded 
to the survey have no regulations or guidelines 
for operational risk.  Two of the countries that 
responded, in spite of not having passed any 
regulations, have established guidelines.  All of 
the other countries have norms that, to a greater 
or lesser degree, regulate this type of risk.

There are important differences in the ap-
proaches of the different countries. In seven 
countries (Netherlands Antilles, Argentina, 
Chile, Colombia, Cayman Islands, Nicaragua 
and Uruguay) only the management of risk is 
regulated, while in six other countries (Brazil, 
Canada, Mexico, Peru, Spain and the the Unit-
ed States) additional capital requirements for 
operational risk have been established. 

Among those countries that currently do not 
have regulations pertaining to operational 
risk, some are going to create or strengthen 
their norms or guidelines in the near future. 
El Salvador expects to issue various regula-
tions regarding management of this type of 
risk in 2010, and will address the creation of 
a registry of losses at a later date; Cayman 
Islands will expand regulations to include 
capital requirements for operational risk; 
Paraguay will commence regulating this type 
of risk in 2010. In Canada, it is not believed 
necessary to issue new regulations for op-
erational risk as they consider that existing 
guidelines are sufficient. 

1.2.3.
Regulatory enforcement
In the majority of countries in the Region, it 
has been established that regulations are ap-
plied equally to all banks independently of their 
size and with flexibility based on the complex-
ity of the institutions. It should be noted that 
while in general terms all entities are subject 
to the same regulations, in certain cases this 
varies for different-sized entities. In Mexico, 
although currently all entities are subject to 
the same regulation, in the near future, it is 

expected that specialized banks (niche banks) 
are to be established which will have regulation 
that is different in all aspects, including that re-
lated to operational risk management.

All of the countries that responded to the survey 
are carrying out a broad and in-depth review of 
operational risk during their regular examina-
tions or by means of specific targeted reviews of 
this type of risk. 
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1.2.4
Specialized units for dealing with operational risk
Of the fifteen countries that answered the 
survey, only four (Argentina, Cayman Islands, 
Nicaragua and Paraguay) do not have a spe-
cialized unit within their supervisory agency 
to deal with operational risk.  All of the other 
supervisors have specialized units that range 
from sophisticated departments with consid-
erable resources, such as in the case of Canada 
and the United States, to recently created 

departments such as in the case of El Salva-
dor. Various countries have medium-sized 
specialized units that share their experience 
with the general examiner’s units and jointly 
review with the examiners the most technical 
aspects of this risk. It should be highlighted 
that those countries that do not have a spe-
cialized unit do not foresee creating one in the 
near future.  

1.3
Good practices

The Basel Committee has acknowledged the 
importance of operational risk management 
and supervision, and this is reflected in the 
capital requirements established for this risk 
within Pillar 1 (minimum capital requirements) 
of Basel II.  

In the previously mentioned document on 
sound practices for operational risk (2003), 
the Committee had already acknowledged that 
operational risk was treated differently by each 
banking institution and stated the expedience 
of trying to unify the different concepts into 
one shared definition.  

Likewise, the Basel Committee has indicated 
that institutions should manage operational 
risk and that regulators must establish the 
obligations of the entities in this regard and 
supervise their enforcement. Specifically, the 
Committee established the following guide-
lines for supervisors. 

1.Banking supervisors should require that 
banks, regardless of their size, manage op-
erational risk.

2.Supervisors should carry out, directly or 
indirectly, an independent periodic assess-
ment of bank policies, practices and proce-
dures for managing operational risk. 

3.Supervisors should ensure that those banks 
that are part of a financial group have op-
erational risk management procedures that 
cover the whole group. In these cases, it 
might be necessary to cooperate and share 
information with other supervisors. 

4.Supervisors should actively promote ongo-
ing development of controls in banks, by 
monitoring and evaluating the latest ad-
vances achieved by banks and their devel-
opment plans. 
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1.4
Recommendations

Many countries in the Region use a definition 
of operational risk that is quite similar to the 
one instituted by the new Basel II framework 
and, in general, the supervisors of the Region 
consider this a relevant risk. Even so, the 
Working Group believes that recommenda-
tions that can help to improve the regulation 
and supervision of this risk in the countries of 
the Region are warranted as follows.  

1.It is important that the regulations of 
all countries in the Region converge to-
wards a single definition of operational 
risk that would facilitate the harmoniza-
tion of concepts and would improve the 
information-sharing and collaboration 
and among supervisors.

2.Supervisors should deepen their review 
of the management standards for opera-
tional risk management developed by the 
banks in their countries and promote the 
creation of specialized units capable of fac-
ing the growing complexity of this type of 
risk analysis. 

3.In the context of globalization of financial 
groups that use different metrics in dif-
ferent markets and countries, collabora-
tion and coordination among supervisors 
throughout the Region should be encour-
aged in order to ensure effective supervi-
sion of operational risk at the level of the 
financial group. 

1.5.
Confusion of operational risk with other risks

To close this initial chapter, we will review the 
issue of classification of operational risk within 
the measurement systems of market and credit 
risk, which could have significant consequences 
for banks. 

Operational risk management is different from 
credit or market risk management because it af-
fects potentially every activity and process in a 
financial institution. Therefore, its management 
cannot be completely centralized; it should be 
managed at both the corporate group level and 
within the business lines. 

Examples of events of operational risk losses 
that are sometimes captured by the control 
and management systems of market risk 
include:  

losses resulting from unauthorized trans-•	
actions of certain products and

unwanted positions stemming from inad-•	
equate entry and acceptance of orders in 
the system of electronic business.  

The closing of these positions can trigger losses 
or profits that are picked up by systems that 
measure market risk. These results should be 
allocated to operational risk and the losses al-
located to the database of operational risk loss 
events.  

On the other hand, many losses are incorrectly 
associated with credit risk when they should be 
associated with operational risk. An example 
would be the case of a bad loan, which from 
origination was poorly managed. In this case, 
both the event as well as the amount of the loss 
should be taken into account in the measure-
ment and control systems for operational risk, 
even though the corresponding restructuring 
is attributed to credit risk.  

chapter 1. Operational risk: its importance 
and its regulatory and supervisory framework in the region



In many cases, it is neither easy nor clear 
how to allocate an event to a specific risk be-
cause it affects all of them. It is possible that 
a severe operational risk event could be erro-
neously allocated to credit risk, which means 
that losses arising from credit risk increase 

due to factors not directly related to the cred-
itworthiness of the borrower. Due to the rise 
in reported credit losses, managers could, 
for example, inadvertently reduce loans in a 
geographic region or economic sector or to 
a client.
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The Responsibility 
of the Board of Directors 
in the Design of an 
Adequate Operational Risk 
Framework and the Role of 
Senior Management in its 
Implementation

Chapter 2
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The Board of Directors is responsible for the 
design, approval, implementation and over-
sight of the internal guidelines for operational 
risk management. Therefore, it is paramount 
that the Board knows and understands its re-

sponsibilities. Similarly,  senior management 
must be aware of the fact that they are jointly 
responsible for making sure that management 
of operational risk is carried out effectively. 

2.1
The duties of the Board of Directors 
and senior management regarding operational risk

The Basel Committee indicates that the main 
duties of the Board of Directors regarding op-
erational risk will be the following:  

to authorize a framework to be applied •	
throughout the organization to explicitly 
manage operational risk by establishing 
principles to identify, asses, monitor,and 
control or mitigate this type of risk; 

 
to establish a structure capable of putting •	
into practice the framework adopted by 
the institution for operational risk man-
agement, setting up clear lines of respon-
sibility and ensuring the enforcement of 
policies and procedures;   

to ensure that the defined operational risk •	
management framework in the entity is 
subject to an effective and comprehensive 
internal audit process carried out by inde-
pendent, trained and competent personnel, 
ensuring that the control function is not re-
sponsible for managing operational risk; 

to ensure that compensation policies and •	
practices of banks are consistent with their 
respective company culture, long-term ob-
jectives and strategies and with the control 
environment; 

to provide senior management with un-•	
equivocal norms and  guidance regarding 
the principles on which the framework for 
operational risk management is based and

to approve policies and procedures and en-•	
sure their enforcement.   

Along the same lines, the Basel Committee 
states that the main duties of senior man-
agement related to operational risk are the 
following: 

to put into practice the framework adopted •	
by the Board of Directors for operational 
risk management by developing operation-
al risk management policies, processes and 
procedures for all bank products, activities 
and controls;

to establish clear lines of authority, respon-•	
sibility and communication to encourage 
and maintain acceptance of operational 
risk management responsibilities; 

to ensure the availability of sufficient hu-•	
man and financial resources to manage op-
erational risk effectively; 

to guarantee that the personnel in charge •	
of operational risk management are duly 
qualified (have experience, technical skills 
and access to resources) and that they 
communicate effectively with personnel in 
charge of managing the other risks (credit, 
market, etc.) and

to be aware of quality of controls on docu-•	
mentation and practices for carrying out 
transactions.
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2.2
Overview

The data survey provided the following gen-
eral overview of the Region regarding the role 
of the Board of Directors and senior manage-
ment in relation to operational risk.

2.2.1
Comprehensive risk management and operational risk 
management integration in daily operations
As expected, in the Region a comprehensive 
risk management process that includes opera-
tional risk was more commonly found in the 
larger and more complex organizations than 
in the medium-sized and smaller ones. 

Eleven countries reported that all or at least 
the majority of the large- and medium-sized 
banks have this comprehensive risk manage-
ment in place, whereas only five countries said 
that all (Colombia, Mexico and the United 
States) or most (Chile and Peru) of the small 
banks have comprehensive management. 
The survey also indicated that in the smaller 

banks there are problems with the integration 
of operational risk management into the daily 
operations of the entities.   

In the case of medium-sized banks, the situa-
tion is intermediate between the large and the 
small banks. (Only in the United States is op-
erational risk management incorporated .into 
all medium-sized banks.) It should be pointed 
out that all countries reported that in at least 
some of their large banks comprehensive risk 
management exists that includes operational 
risk and operational risk management in the 
daily operations of the entities. 

2.2.2
Operational risk management general framework
As regards the design and implementation 
by the Board of Directors of a general frame-
work of operational risk management (and 
its periodic review), the survey produced the 
following results:

Ten countries reported that all or most of the 
Boards of Directors of the large- and medi-
um-sized banks have set up this framework, 
while only 5 countries indicated that all (Co-
lombia and the United States) or that most 
(Brazil, Netherlands Antilles and Peru) of the 
boards of directors of their small banks have 
set up such a framework. 

One survey question asked if senior manage-
ment was in charge of implementing the gen-

eral framework for operational risk and de-
veloping policies, processes and procedures 
designed to introduce an operational risk 
management culture throughout the entity. 
The survey indicated that these conditions 
occur more frequently in large banks than in 
the medium or smaller banks. In this regard, 
only the United States responded that senior 
management implements this framework in 
all small banks.  

It is also important to highlight that all 
countries reported that, at least in some of 
the large banks, the Board of Directors im-
plements the operational risk management 
general framework. 

chapter 2. The responsibility of the board of directors in the design of an adequate
 operational risk framework and the role of senior management in its implementation
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2.2.3
Formal infrastructure for operational risk management
It is necessary that the Board of Directors 
ensure that an operational risk management 
infrastructure4 exists, commensurate with 
the institution’s risk profile. The survey shows 
that nine countries reported that all or most 
of the large banks have a formally established 
infrastructure, and a similar situation holds 

among medium-sized banks. Six countries re-
ported that all or the majority of their small 
banks have an infrastructure. It should also 
be noted that only one country reported not 
having a formally established risk manage-
ment infrastructure for any medium or small 
banks. 

2.2.4. 
Existence of regulation, guidelines 
or supervisory practices for operational risk in the Region 
Chart 1 shows the approaches of bank su-
pervisors in the Region regarding the issues 
presented, i.e., if there are supervisory regu-
lations, guidelines, or practices regarding op-
erational risk.  

The responses to the survey indicated the ex-
istence of supervisory practices in most coun-
tries that cover the topics identified. 

Regarding the existence of supervisory 
regulations, guidelines or practices relative 
to the topics analyzed, we can say that the 
situation in the Region is relatively good, 
since most of the countries reported the ex-
istence of one or more of the approaches to 
supervision.  

In summary, the performance of the Board 
of Directors and senior management regard-
ing the practice of comprehensive risk man-
agement and in providing an operational 
risk management infrastructure is better or 
more sophisticated in large banks than in 
small ones.  This is consistent with the view 
that management is more complex in larger 
banks than in small ones. 

However, this is not an ideal situation. Senior 
management of any entity, regardless of size, 
should establish a framework for operational 
risk management and should carry out com-
prehensive risk management commensurate 
with the bank’s risk profile. 

4 The setting up of duties and competencies of all the organization in operational risk implementation and control and its formalization and 
documentation, plus the establishment of operational risk independent units, etc.
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Chart 1:

Existence of regulation, guidelines 
or supervisory practices for operational risk 

2.3
Good practices and recommendations

After analyzing the issue, the Group has 
developed the following good practices and 
recommendations.

1.The Board of Directors is responsible for 
the design and implementation of an ad-
equate framework to prevent operational 
risk. 

2.Banking institutions must treat opera-
tional risk not as part of a purely finan-
cial risk but rather as a distinct class of 
risk that is present in the various prod-
ucts, activities, processes and systems of 
all the business lines of the institution. 
Consequently, there must be a specializa-
tion in management of operational risk, 

and therefore management structures  re-
sponsible for periodically approving and 
reviewing the operational risk manage-
ment framework should be appointed in 
timely fashion. 

3.The Board of Directors should establish 
clear lines of responsibility, accountabili-
ty and reporting in relation to operational 
risk.

4.The Board of Directors and senior manage-
ment are responsible for creating a corpo-
rate culture that places a high priority on ef-
fective management of operational risk and 
on the enforcement of sound operational 
controls. Operational risk management is 

chapter 2. The responsibility of the board of directors in the design of an adequate
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more effective when the institutional cul-
ture emphasizes high standards of behavior 
and performance at all levels of the bank, 
and this should be highlighted and pro-
moted by the Board of Directors and senior 
management.

5.The Board of Directors should regularly 
review operational risk data to understand 
at all times the operational risk profile of 
the institution, as well as the strategic im-
plications of such information. Therefore, 
the appropriate control units should pro-
duce periodic reports about operational 
risk exposure for the Board of Directors 
and senior management, regardless of the 
institution’s size.   

6.It is essential that supervisors ensure 
that banks of all sizes have good prac-
tices for operational risk management, 
including an independent review of the 
performance of the Board of Directors 
and senior management regarding risk 
management. 

7.It is also important that those good prac-
tices adopted for operational risk man-
agement by the more sophisticated and/
or complex institutions in the Region be 
disseminated to the less complex institu-
tions, so that they can be used as a point 
of reference for improving their frame-
works for operational risk management.  
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In general, managers at banking institutions 
are cautious in the face of corporate initia-
tives that imply financial costs with low tan-
gible returns. Therefore, it is sometimes dif-
ficult to demonstrate that implementing an 
operational risk management program adds 
value to an institution. 

As a result, it is important to make the effort 
to generate a precise estimate of operational 
risk. The apparent lack of tangible evidence 
of the actual cost of operational risk can be 
explained, up to a certain point, due to the 
distribution of its impact on different areas 
of the bank. 

Consistent with Principle 4 of the Sound 
Practices document of the Basel Committee, 
banks should use the relevant tools available 
to identify and evaluate the operational risk 

inherent in all products, activities, processes 
and systems.  

Specific tools exist to support the identifica-
tion, assessment, monitoring and control or 
mitigation of operational risk. These tools 
allow many banks to realize a much more 
complete analysis of operational risk and 
reduce their reliance on mechanisms of in-
ternal control within business lines, supple-
mented by the internal audit function, for 
managing operational risk. The BIS docu-
ment, “Sound Practices for the Management 
and Supervision of Operational Risk”, paper 
identifies several examples of such tools, 
including: self-assessment of risk, risk map-
ping, risk indicators, scenario analyses and 
the measurement or quantification of expo-
sure to operational risk through a variety of 
approaches.  

3.1
Overview

The data survey provided the following over-
view of the Region regarding operational risk 
management tools.  

3.1.1
Operational risk management tools
Generally speaking, countries participating in 
the survey reported that entities of all sizes 
use methodologies and tools of operational 
risk management. However, as might be ex-
pected, implementation of methodologies 
and tools for managing exposure to opera-
tional risk was more prevalent among large, 
more complex institutions than was reported 
for mid- and small-sized entities, with small-
sized entities as the least frequent users of 
such instruments. 

For example, out of thirteen countries, six 
(Canada, Colombia, Netherlands Antilles, 

Peru, Spain and the United States) reported 
that all large banks have implemented meth-
odologies and tools to manage operational 
risk. Three countries (Brazil, Cayman Islands 
and Chile) reported that most large banks 
have implemented such methodologies and 
tools, while an additional three (Argentina, 
Paraguay and Uruguay) reported that only 
some large banks have done so.   

In contrast, only two countries (Colombia 
and the United States) indicated that all small 
banks have implemented operational risk 
methodologies and tools to manage opera-
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tional risk, while only one country (Nether-
lands Antilles) reported that the majority of 
small banks use such tools. In addition, seven 
countries (Brazil, Canada, Cayman Islands, 
Chile, Peru, Spain and Uruguay) reported 
that only some small banks had implement-
ed methodologies and tools to manage op-
erational risk. Responses for medium banks 
generally fell between the figures reported for 
large and small banks.

In terms of specific practices or tools used, 
self-assessments (sometimes called “risk and 
control self-assessments”) are the predomi-
nant form of operational risk management 
practices reported by the countries in the Re-
gion. Generally speaking, self-assessments are 
required within the Region on an annual basis 
unless circumstances demand them more of-
ten. A majority of countries reported that all 
or a majority of large and medium-sized banks 
and some small banks use self-assessments.  

It is worth mentioning that while two coun-
tries (Colombia and the United States) report-
ed that all their small banks had implemented 
the use of such methodologies and tools, two 
other countries said that  none of their banks 
carry out self-assessments.   

Generally speaking, countries in the Region 
typically do not make extensive use of sce-
nario analysis nor do they depend much on 
internal models for the quantification of op-
erational risk.  With regard to scenario analy-
sis, only four countries (Cayman Islands Co-
lombia, Spain and the United States) reported 
their use in all or most of their large banks. 
The ten countries that answered this survey 
question indicated that only some or none 
of the medium or small banks use scenario 
analysis.   

As for the use of internal models, their use 
is slightly more prevalent at large entities, 
with eight countries (Brazil, Canada, Cay-
man Islands Colombia, Paraguay, Spain, the 
United States and Uruguay) reporting that all 

or some large banks use internal models. In 
contrast, seven countries reported no use of 
internal models at medium and small banks.  

Tools such as key risk indicators and risk maps 
are more widely used, the survey showed. As 
would be expected, use of these tools was more 
prevalent at larger entities.  Nevertheless, 
use of these tools was reported for all size of 
banks in a majority of countries. With respect 
to key risk indicators, ten out of twelve coun-
tries (Brazil, Canada, Cayman Islands, Chile, 
Colombia, Netherlands Antilles, Peru, Spain, 
the United States and Uruguay) reported that 
all or most large banks use them. In addition, 
a majority of countries reported that most or 
some medium banks, and most or some small 
banks use risk indicators. Very similar results 
were reported for the use of risk maps.  

Supervisors in the Region were asked to re-
port on the use of regulation, guidance and 
well-established supervisory practices as 
means for strengthening or encouraging the 
use of specific operational risk management 
tools, such as those discussed above, by banks 
in their jurisdictions. In response, the use of 
regulatory practices was reported in five coun-
tries (Argentina, Colombia, Mexico, Nether-
lands Antilles and the United States), while 
the use of supervisory practices was reported 
in six countries (Brazil, Canada, Netherlands 
Antilles, Peru, Spain and Uruguay).  In addi-
tion, the use of guides was reported in three 
countries (Canada, Netherlands Antilles and 
Uruguay).  

Among the countries that did report the ex-
istence of regulation, guidance or well-estab-
lished supervisory practices regarding opera-
tional risk, most indicated that they do not 
establish specific requirements for the use 
of particular tools. In these cases, the norms 
point more to best practices and make rec-
ommendations for minimum standards for 
the identification, quantification, control and 
mitigation of operational risk.  
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3.1.2 
Information and documentation
Thirteen supervisors in the Region responded 
about reporting and documentation prac-
tices. In general, larger entities were found to 
be more diligent in terms of reporting their 
exposure to operational risk to the Board of 
Directors and to senior management, more so 
than were medium- and small-sized entities. 
However, responses varied widely and most 
countries reported that at least some entities 
have procedures for such reporting.  

For example, seven countries (Canada, Chile 
Colombia, Netherlands Antilles, Peru, Spain 
and the United States) stated that all or most 
of their large banks report their exposure 
and ability to manage operational risk to 

their Board of Directors. Six countries (Bra-
zil, Canada, Chile, Colombia, Netherlands 
Antilles and Peru) reported that all or most 
of their medium banks report this exposure. 
Only four countries reported that all or most 
of their small banks report those exposures to 
their Board of Directors.    

Finally, most of the countries reported that all 
or most of their large banks have these sys-
tems well documented, while eight countries 
reported the same holds true for medium-
sized banks. Only three countries reported 
that documentation of these systems also ex-
ists for small banks. 

3.1.3
Contingencies and business continuity plans
Survey responses indicated the consistent 
use of contingency and business continuity 
plans among banking institutions in the Re-
gion. All countries reported the use of such 
plans among some banks of all sizes, espe-
cially to address cases of serious and negative 
episodes.  

A majority of countries reported that all or 
most of the large banks have these plans in 
place. Similarly, eight countries (Canada, Cay-
man Islands Chile, Colombia, Netherlands 
Antilles, Peru, the United States, Peru and 
Uruguay) reported that all medium banks 
have contingency plans, while five countries 
(Brazil, El Salvador, Nicaragua, Paraguay and 
Spain) reported that most of their medium-

sized banks have contingency plans. Finally, 
five countries (Cayman Islands, Colombia, 
Chile, Peru and Uruguay) reported that all 
their small banks have contingency plans, 
while an additional six countries (Brazil, Can-
ada, El Salvador, Netherlands Antilles, Para-
guay and Spain) reported that most of their 
small banks have these plans. 

In general, these contingency and business 
continuity plans are analyzed at a a minimum 
of once a year, and in at least one country 
(Brazil), the large and medium banks conduct 
such tests every six months or more often. 
Several countries also reported that small 
banks conduct such testing less frequently 
than once a year.
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3.2
Good practices and recommendations

After analyzing tools in use regarding opera-
tional risk, the Group established the follow-
ing good practices and recommendations:  

1.Each financial institution should imple-
ment the combination of tools that will 
help it improve its operational risk man-
agement, taking into account the entity’s 
size, complexity and risk profile. 

2.Regardless of the size of financial institu-
tions, they should be capable of recogniz-
ing the areas in which they are most vul-
nerable to losses and evaluate the controls 
in place for reducing the probability or im-
pact of such losses. 

3.Although scenario analysis is more com-
monly used by large banks, even the 
smallest institution should be capable of 
considering internal or external scenarios 
that could represent a threat to the bank. A 
greater use of scenario analysis by medium 
and small institutions would help gener-
ate more and better information, which 
institutions can incorporate in the self-as-
sessment process and for evaluating con-

tingency plans. Likewise, self-assessments 
should be encouraged for small banking 
institutions.  

4.It is important to disclose to the Board 
of Directors and senior management in-
formation about the exposure to opera-
tional risk of the institution and about 
its operational risk management. While 
the data for large banks could be quan-
titative in nature, qualitative data could 
be useful for small banks to create aware-
ness in the Board of Directors and senior 
management of the potential vulnerabili-
ties to operational risk of the institution 
and of its ability to manage the risk. It is 
also important to assess periodically  the 
exposures to operational risk, given that 
internal and external conditions change 
constantly. 

5.Although the use of contingency and busi-
ness continuity plans appears to be quite 
widespread throughout the Region, it is 
important that supervisors require banks, 
independently of their size, to review these 
plans at least on an annual basis. 

chapter 3. Tools used to identify, evaluate, 
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In line with the objective of effectively monitor-
ing its exposure to operational risk, a financial 
institution should have adequate early warning 
indicators to detect increases in its exposures 
to risk. The accurate recording of loss events 
is the primary input for developing those in-
dicators, so the reliability of these records is 
extremely important. 

As a consequence, it is necessary to ensure that 
these records are complete and are structured 
in a way that facilitates data processing in order 
to develop a minimal group of indicators neces-
sary for effectively managing operational risk. 

4.1
Overview

The questionnaire provided the following 
overview of the Region in terms of data re-
cording and classification. 

4.1.1
Data gathering on operational loss events
As mentioned, a majority of large banks in 
the Region gather data on loss events due 
to operational risk. Indeed, seven countries 
(Brazil, Canada, Chile, Colombia, Nether-
lands Antilles, Spain and the United States) 
have confirmed that all of their large banks 
compile this type of information. 

In addition, the survey finds that four coun-
tries (Colombia, Netherlands Antilles, Peru, 
and Uruguay) state that all their medium-
sized banks gather data about operational 
losses, while two countries (Colombia and 

Netherlands Antilles) have stated that all of 
their small-sized banks do so.

Obviously, the largest banks have shown 
the greatest propensity to gather this type 
of data. This could be explained by the fact 
that the largest banks, unlike the medium 
or smaller ones, are planning in the near fu-
ture to advance toward sophisticated mod-
els to quantify exposure to operational risk, 
and  therefore, they will need to have suf-
ficient data regarding operational risk loss 
events.  

4.1.2
Lower monetary limit to consider a loss due to operational risk
Although only half of the countries an-
swered the questionnaire on this topic,,it is 
evident that in a majority of cases, there is 
no minimum limit for recording loss events. 
In those few cases where a limit does exist, 
it is low ($1,000 in Argentina and $5,000 in 

the Cayman Islands). It has been observed 
that in general terms, whether or not there 
is a minimum limit, the same criteria are 
adopted for all business lines. In only a few 
cases are differentiated limits by product 
type in use. 
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4.1.3 
Loss records
In general terms, it is quite evident that in those 
cases where a loss record for operational risk 
losses is maintained, the banks in the Region, 
regardless of size, use multiple dates (date of 
actual loss event, discovery date, date loss re-
corded) for recording those losses (Argentina, 
Brazil, Canada, Peru, Colombia, and Uruguay). 
The general trend is to gather both the gross 
value and the net value in the loss record.  

Methodologies for grouping losses vary ac-
cording to the size of the institution. Generally, 

larger institutions group together losses 
that are the result of the same event, while 
smaller banks do not.

A greater detail in the  information report-
ed in the data collection process (the use of 
various dates to register events, as well as 
the gross and net values of losses), will be 
an advantage in developing better numeric 
models for measuring operational risk in 
the future. 

4.1.4. 
Quasi-losses
Quasi-losses are operational events that do not 
result in financial losses; not because a warning 
indicator had identified the potential exposure, 
but rather for purely circumstantial reasons. 
Only eight countries that replied to the survey 

4.1.5 
Reconciliation between the loss database and accounting
Reconciling the difference between the opera-
tional loss database and the accounting record 
is a very common practice among the coun-
tries that responded on this issue, regardless 

of the size of the bank. However, among the 
countries that replied to the survey, it is not 
common to compare the database of opera-
tional losses with other databases of losses.

responded about recording quasi-losses. Among 
those that did respond, the survey showed that 
it is a common practice for banks of all sizes to 
record these events in their loss data base. 

4.1.6 
Basel II 56-cell matrix
Among the countries that responded on 
this issue (Argentina, Brazil, Canada, and 
Uruguay), the use of a 56-cell matrix recom-
mended by Basel II was a common practice, 
and this was even more pronounced among 
large banks. A minority of countries use of an 
alternative matrix similar to the one set forth 
in Basel II, and even fewer use a matrix that is 
not similar to that of Basel II. 

Among the large banks that use the 56-cell 
matrix of Basel II, it is common practice to  

define policies for assigning the lines of busi-
ness to the rows of the matrix. This practice 
is found to a lesser degree in medium- and 
small-sized banks. The allocation of pos-
sible loss events to the seven events defined 
by the Basel matrix is also very common. 
Therefore, it can be concluded that the Basel 
II framework is the main point of reference 
in the Region for developing data collection 
methodologies. 
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4.1.7 
Consortiums or other systems for data sharing
Very few countries responded to the part of 
the questionnaire that corresponds to this 
topic. Among those that did, the consortium 

with the greatest membership is the ORX Sys-
tem. Other consortiums that were mentioned, 
but to a lesser degree, were ABA and GOLD.  

4.1.8 
Indicators used
As regards risk indicators used, only Brazil, 
Canada, Peru and Spain responded in detail 
to this point. The following is a list of certain 
indicators that were mentioned: 

number and value of transactions•	

unconfirmed transactions•	

transaction failures (frequency)•	

severity indicators•	

turnover•	

overtime•	

input per line•	

headcount (number of employees)•	

layoff/dismissal of personnel•	

process efficiency•	

account reconciliation•	

manual processes•	

incidents with customers•	

application adjustment•	

contracts with vendors•	
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4.2
Good practices and recommendations

After analyzing the issue, the Group pro-
vides the following sound practices and 
recommendations.  

1.Collect detailed information on all loss events 
due to operational risk and enter them in 
comprehensive databases. This will facilitate 
a much better assessment of the degree of 
exposure to operational risk and a better de-
sign of early warning systems.

2.Record all operational risk losses or, if this is 
not possible, define a low threshold for gath-
ering data on loss events so that the data-
base is as comprehensive as possible. 

3.Register the different dates of the loss events 
(occurrence, detection, and posting), which 
will make it possible to have an idea of the 
periods linked to each stage in the evolution 
of losses. 

4.Record not only the gross value but also 
the net value of the loss, which will provide 

a better idea of the success of the entity in 
managing, mitigating or decreasing the vol-
ume of gross losses.

5.Group together losses associated with the 
same event, which will offer an adequate way 
of  measuring the full impact of an event. 

6.Collect data, to the extent possible, on the 
quasi-loss events. The lack of considering 
quasi-losses could result in an underesti-
mation of the operational risk exposures of 
banking organizations.

7.Reconcile the loss event database with the 
accounting records.  

8.Assign operational losses of an institution to 
the 56-cell matrix defined in Basel II, allocat-
ing the loss events among the seven types 
defined by the matrix. Similarly, there must 
be policies for adapting the internal business 
units to the rows of the matrix. 
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Sound corporate governance dictates that an 
effective internal control system should be 
supplemented by independent and effective 
internal and external audit functions. More-
over, the experience of banking institutions 
indicates that it is vital to establish a con-
structive and efficient relationshiop between 
senior management, auditors and banking su-
pervisors in order to ensure the effectiveness 
of audits and the supervisory function. 

The Basel Committee indicates that the Board 
of Directors of a bank is responsible for en-
suring that senior management establishes 

and maintains an adequate and efficient in-
ternal control system as well as a framework 
to ensure compliance with laws, regulations 
and policies. Therefore, it is necessary that 
the Board of Directors review internal control 
systems at least once a year.  

For its part, the senior management team of 
a bank is charged with developing processes 
that identify, quantify, manage and control 
the risks that the bank incurs. The bank’s se-
nior management should inform the Board 
of Directors periodically  about the scope and 
functioning of the internal control systems. 

5.1
Overview

Supervisors in surveyed countries were 
asked if the internal audit makes a periodic 
review of  the following items:  

the operational risk management frame-•	
work and its implementation; 

policies, processes and procedures for •	
operational risk management; 

the review and validation of tools used •	
to identify, assess, monitor and control 
operational risk; 

the integration of the assessment sys-•	
tem of this risk in daily management of 
the entity; 

the documents that inform the control •	
units about the evolution of operational 
risk; 

the integrity and consistency of data; •	

technological infrastructure and in-•	
formation systems that support the 
databases; 

contingency and business continuity •	
plans and documentation about the sys-
tem of operational risk. 

In nine countries (Argentina, Brazil, Cana-
da, Cayman Islands, Colombia,  Nicaragua, 
Peru, Spain and the United States), the in-
ternal audit reviews periodically almost all 
the items listed above, be it in all or in most 
of the entities of those countries. For ex-
ample, in Mexico, internal audit carries out 
a review at least once a year of the compre-
hensive management of risk, the scope of 
which includes most of the aspects previ-
ously described.  

The survey pointed out that in half of the 
countries reviews of operational risk man-
agement are performed at least once a year. 
In general, the frequency of reviews is ad-
justed according to the size, complexity and 
risk level of the entities being audited. 

Regarding the establishment of regulations, 
guidelines or supervisory practices related 
to the periodic review by the internal au-
dit of operational risk, the survey results 
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show that, in a majority of cases, the audit 
responds to the supervisory guidelines or 
practices. Seven countries (Argentina, Chile, 
Colombia, Nicaragua, Peru, Spain and Uru-
guay) stated that they have special regula-
tions about the tasks the internal audit has 
to carry out in relation to operational risk. 

In this regard, the general regulation issued 
by the Bank of Spain in June 2008 contains 
specific provisions regarding operational 
risk and which aspects should be reviewed 
by the internal audit.  At the same time, the 
Superintendency of Colombia, in its docu-
ment, Reglas Relativas a la Administración 
del Riesgo Operativo (Rules Related to the 

Management of Operational Risk), has es-
tablished that internal audit is one of the 
departments responsible for assessing the 
operational risk management system. 

In Peru, the Reglamento de Auditoría (Regu-
lation of Auditing) and the Requerimiento de 
Patrimonio Efectivo por Riesgo Operacional 
(Requirement of Cash Reserves for Operation-
al Risk) establish the responsibilities of internal 
audit for management of operational risk. 

The survey reveals that Chile and Uruguay 
have established some type of regulation that 
requires the internal audit make a periodic re-
view of administration of operational risk.  

After analyzing internal audit of operational 
risk management, the Group has established 
the following sound practices and recommen-
dations for supervisors.  

1.Bank supervisors should verify that sound 
and adequate audit systems are established 
that review the policies and procedures of 
operational risk management. 

2.Banking supervisors should ensure that in-
ternal audit has included in its annual plan 
the comprehensive review of operational 
risk management and that the plan has 
been approved by the Board of Directors. 
Supervisors should also verify the content 
and scope of the plan to ensure that it has 
been adapted to the size, complexity and 
risk profile of the entity. 

3.Reports issued by internal audit must be 
analyzed, and the supervisor should verify 
that these are sufficiently clear, that they 
point out the tasks that were carried out 
and include the weaknesses observed and 
recommendations. In addition, reports 
should include comments of the audited 

5.2
Good practices and recommendations

unit and a listing of corrective actions to 
be taken, the person in charge of them and 
the approximate date for completion.   

4.Supervisors should verify that the internal 
audit makes a review to confirm that the 
established operational policies and pro-
cedures are effective for operational risk 
management and that the Board of Direc-
tors, through its audit committee, checks 
that the scope and frequency of the audi-
tor’s program are reflective of the bank’s 
exposure to operational risk. 

5.When banks use quantitative models, in-
ternal audit programs should verify the 
following: the inclusion of the operational 
risk model into daily management of the 
entity; enforcement of internal regulation 
about operational risk;  assessment of the 
adequacy of the bank’s information system 
and the relevance, quality and integrity of 
the data used in the model.  

6.The internal auditing department is re-
sponsible for supervising the enforcement, 
suitability and effectiveness of internal 
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control procedures, including electronic 
data systems. 

7.The auditing department should ensure 
that the Board of Directors has approved 
and periodically reviews the framework ap-
plied by the bank for operational risk man-
agement. This framework must explain 
clearly the methods for defining, assess-
ing, monitoring and controlling this risk. 
The degree of formality and complexity of 
this framework should be commensurate 
with the risk profiles of the entity.  More-
over, the framework should be periodically 
updated in accord with changes in the mar-
ket, new products, activities of the bank 
and methods of processing transactions. 

8.The audit department should verify that 
bank management has developed the 
methodology, criteria and procedures nec-
essary for adequate development of the 
operational risk management model. The 
audit must also review that framework for 
management of operational risk, defined 
by the Board of Directors, is expressed in  
specific policies, processes and procedures. 

9.The internal audit should assess the poli-
cies and procedures that make up the op-
erational risk model to see that they in-
clude all the relevant bank activities and 
processes and whether they  have been 
properly documented in a manual and 
communicated throughout the whole or-
ganization.  At the same time, the audit 
must evaluate whether clear lines of au-
thority and responsibility for operational 
risk management have been established 
and if sufficient resources and qualitative 

and quantitative tools have been allo-
cated for managing this risk effectively.

10.The internal audit should determine 
whether adequate communication ex-
ists between those responsible for 
managing operational risk and those in 
charge of other risks, in order to avoid 
gaps or overlapping in the managing of 
risks and to make sure that adequate re-
porting mechanisms and formats have 
been designed and maintained. 

11.The internal audit must verify the 
way in which the identification and 
measurement of operational risk are 
derived and how follow-up work is 
done to ensure that the process is ef-
fective for actively managing opera-
tional risks and reducing exposure to 
these types of risks. 

12.The supervisor should verify follow-up 
and review whether effective, specific 
and timely actions are taken as a result 
of recommendations made by the au-
diting unit. The results of the follow-up 
should be included in reports presented 
to the Board of Directors, senior man-
agement and other areas of the bank 
that participate in the process. 

13.The tasks of the internal audit should 
include a review to be sure that con-
tingency plans exist as this will allow 
continuity of critical processes of the 
entity. Contingency plans should be 
reviewed to see that they are adequate-
ly updated, and their effectiveness 
should be tested periodically.
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Recent events that triggered the collapse of 
some financial institutions have left little 
doubt about the importance of transparency 
and data disclosure related to the organiza-
tion and management of risks assumed by 
entities in their daily operations. Therefore, 
requirements established by supervisors are 

critical, together with the daily practices of 
the entities and the demands of the function-
ing of markets.

In this chapter, progress in data disclosure in 
the Region regarding operational risk will be 
analyzed. 

6.1 
Overview

In most countries of the Region, requirements 
have been established so that the financial en-
tities provide data to the supervisors, markets 
and the public in general about the framework 
for operational risk management. However, five 
countries (Cayman Islands, Chile, El Salvador 
Netherlands Antilles and Paraguay) reported 
that their regulations do not require any type 
of data disclosure about operational risk.

Among the countries that gave a positive an-
swer, the disclosure requirements vary. But, 
they have in common that all report publicly 
on the organization and functioning of opera-
tional risk management. 

In some cases, as in Argentina, it is the bank-
ing institution’s responsibility to develop a 
disclosure policy and ensure that the content 
of the information is reflective of the volume, 
complexity and risk profile of the entity. On 

the contrary, in another group of countries 
that includes Brazil, Colombia and Peru, the 
supervisory authority dictates what type of op-
erational risk data the entities must disclose. 

Finally, the remaining countries that demand 
data disclosure on risk consider disclosure of 
operational risk data to third parties as part 
of a broader disclosure framework which in-
cludes a comprehensive discussion of the 
management of all risks. However, no specific 
requirements for disclosure on operational 
risk are mandated. 

It should be highlighted that Canada and 
Spain, countries where Basel II capital require-
ment calculation methodologies have been 
implemented, demand that their banking en-
tities publish the amount of capital require-
ments separately by type of risk and explain 
the methodology used for the calculation. 

6.2 
Good practices and recommendations

The Basel Committee establishes that 
banks should make available to the pub-
lic sufficient information to allow market 

participants to evaluate their strategies for 
operational risk management and that this 
reinforces market discipline5. The Commit-

5 Sound Practices for the Management and Supervision of Operational Risk. Basel Committee. February 2003.
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tee also establishes that the information to 
be disclosed should depend on the volume, 
risk profile and complexity of the bank’s 
transactions.

According to the criteria of the Basel Com-
mittee, establishes that it is advisable that 
the information to be disclosed meet the 
following requirements:

It should correspond to the accounting re-•	
cords.  All complementary information that 
is published should be capable of being rec-
onciled with the audited statements, which 
will be considered as a filter for validation.  

Information should be relevant. Relevant •	
information is data where “...its omission 
or erroneous assertion could modify or 
influence the assessment of a user who 
depends on this information for making 
economic decisions.” However, the bank is 
the entity that determines the relevance of 
the information to be disclosed.  

Information must be disclosed to the mar-•	
ket periodically . In general, periodicity of 
disclosure is every six months, except in 
the case of objectives and policies that re-
fer to risk management, and these may be 
published once a year. 

The Committee understands that the entities 
should exclude disclosure of confidential in-
formation on their customers and proprietary 
information that, if shared with competitors, 
would reduce the value of the bank and un-
dermine its competitive edge.

As we have seen, most of the countries in the 
Region have established requirements for data 
disclosure by their entities, yet many of them 
could improve the content of disclosures. In 
this regard, the Group makes the following 
recommendations.

1.Financial entities should include in their 
financial statements a separate section 
where they present a summary description 
of the operational risk policies and proce-
dures, as well as the approaches used by 
the Board of Directors and senior manage-
ment to quantify the risk and the measures 
adopted to mitigate it. 

2.Supervisors should include in their manu-
als and formal procedures of in-situ and 
extra-situ examination a description of 
the tasks involved in operational risk 
supervision.  

3.Supervisors should include in their periodic 
written reports the progress observed in the 
application of sound practices of operation-
al risk management in the entities under 
their oversight, identifying their strengths 
and weaknesses. 

4.In order to strengthen transparency, it is 
necessary to have a proper legal framework 
that supports initiatives to provide the 
public with information. 

5.Information should be disclosed periodi-
cally at least once a year, and supervisors 
should verify the reliability and accuracy of 
the information that is disclosed. 

The disclosure of information is an im-
portant element of sound operational risk 
management practices. Those countries 
that already require data disclosure should 
enhance these requirements by establish-
ing minimal conditions for this informa-
tion to be considered sufficient, adequate 
and released at regular intervals. For those 
countries that do not yet have data disclo-
sure requirements, it is recommended that, 
to the extent possible, they incorporate the 
requirements mentioned above in their 
regulations. 
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Although the Group’s work does not focus on 
studying specific capital requirements estab-
lished by Basel II for covering operational risk, 
but rather on providing an overview of man-
aging this risk and providing recommenda-

tions for supervision. Nonetheless, the Group 
considered it pertinent to explore in this 
chapter the degree of progress in implement-
ing the New Capital Framework in the Region 
as it relates to operational risk. 

7.1
Overview

In general, few countries in the Region have 
implemented operational risk capital require-
ments. Only six of the fifteen countries (Brazil, 
Canada, Mexico, Peru, Spain and the United 
States) that responded to the survey include in 
their regulations some type of capital require-
ment for this risk.  

One of the first matters to take into account 
is that all the countries that have established 
capital requirements for operational risk have 
done so by concurring with the methods and 
requirements established by the Basel II frame-
work although, in some cases, this framework 
has been adjusted conforms to the current eco-
nomic and financial situation of the specific 
country. 

Thus, for example, Brazil has decided to imple-
ment the simplest Basel II methods to calcu-
late capital requirements in the areas of credit, 
market and operational risk. Regarding opera-
tional risk, the entities are offered the possi-
bility of choosing between the Basic Indicator 
Approach and the Alternative Standardized 
Approach. The Standardized Approach has 
been excluded and a long-term schedule, which 
extends beyond 2012, has been considered for 
the implementation of the Advanced Measure-
ment Approaches (AMA).  

In Mexico, supervisors have decided to imple-
ment the simplest method, the Basic Indicator 
Approach. However, the regulators require that 
implementation of this method be carried out 
in conjunction with the development of certain 

tools for gathering data about operational risk 
events so that, in the future, the financial sys-
tem is prepared to apply more advanced and 
complex methods. In the case of Peru, the Ba-
sic Indicator Approach, Alternative Standard-
ized Approach, and AMA are available.

Canada and Spain have decided to implement 
Basel II for calculating operational risk capital 
requirements and to accept in their regulation 
the possibility that all methods established in 
Basel II can be utilized and that the entities 
themselves be the ones to decide the method-
ology that fits best with their risk management 
system. 

On the contrary, the United States has only 
considered requiring implementation of the 
AMA by the largest entities. The possibility 
that the remaining banking companies con-
tinue using Basel I models or use a simpler ap-
proach to calculate their capital requirements 
for operational risk is under study. The process 
of deciding the capital requirements for opera-
tional risk is now in the preliminary stage and 
will have to pass through different screening 
and consultation procedures; therefore, there 
is no definitive date for its implementation. 

Diverse situations exist among those countries 
that have still not implemented any capital re-
quirement for operational risk. Some countries 
have already approved regulation on opera-
tional risk management and foresee establish-
ing capital requirements for operational risk in 
the short term. For example,  Cayman Islands 
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and Colombia have secheduled implementa-
tion before the second half of 2010. Other 
countrieshave not yet contemplated establish-
ing any type of capital requirements for opera-
tional risk. 

Although almost all of these countries express 
their intention to establish capital require-
ments for operational risk in the future, most 
have no definitive implementation date in 
mind or plan to do this after 2010. 

In addition, there are two cases, Chile and El 
Salvador, where regulatory changes necessary 
for the application of Basel II affect national 
laws, so  legislative bodies must first approve 
changes in the law, which involves delays and 
uncertainties  for implementation of Basel II.  

With respect to operational risk capital require-
ments, countries in the Region have opted for 
the application of the New Capital Framework 
of Basel (Basel II), even though the degree of 
progress and the speed of implementation are 
very distinct in the different countries.  In this 
sense, the countries can be divided into four 
distinct groups:    

Those countries where all the Basel II meth-•	
ods for calculating operational risk capital 
requirements have been implemented. 

A second group of those countries where par-•	
tial implementation has taken place. In those 
countries,  only some Basel II methods have 
been established, those that supervisors con-
sider the most appropriate to the situation 
of their financial system. In some cases, such 
as Mexico, the application of these methods 
goes hand-in-hand with the requirement 
that entities implement tools that gather in-
formation on operational risks that will allow 
the application of more advanced methods 
for calculating capital requirements for op-
erational risk at a future date.  

A third group of countries is already study-•	
ing the implications of incorporating op-

erational risk in its overall management 
process and have established regulations 
to ensure that this risk is properly man-
aged. These countries are studying how to 
establish operational risk capital require-
ments and have established a timeline for 
implementation. 

Finally, there is a fourth group of countries •	
that, recognizing the importance of an ade-
quate approach to manage and measure op-
erational risk, has still not decided how or 
when to implement their own supervisory 
requirements for operational risk capital. 

The distinct speeds and degree of implementa-
tion of operational risk capital requirements 
have much to do with the heterogeneity and 
diversity of financial systems in the Region. 
The less sophisticated financial systems have 
just initiated implementation of Basel I and so 
are still far removed from being able to initiate 
the transition towards Basel II. 

It should also be noted that Basel II has been 
calibrated for the financial situation of the 
countries that are members of the Basel Com-
mittee and reflects, to a large degree, the 
characteristics of their financial systems. The 
financial situation of some of the countries in 
the Region can be very different, in which case 
their supervisors should adjust Basel II to their 
own specific needs. This adjustment process 
can be a very complex activity that would re-
quire, in the first place, carrying out an evalu-
ation of the local financial system in order to 
later determine which of the facets of Basel II 
can best be adapted to the country.   

Another difficulty to consider regarding the 
establishment of capital requirements for 
operational risk is the changing profile of 
some of the financial systems in the Region. 
The last decade has produced  great changes 
in those systems: the concentration of assets 
in fewer entities of larger size, increasing glo-
balization and the penetration of large inter-
national financial groups that, at times, have 
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7.2
Recommendations

Taking this information into consideration, 
there is a clear will on the part of supervisors 
to implement operational risk capital require-
ments consistent with Basel II, even though the 
timeframe differs according to the country. 

Of course, local supervisors are the most ap-
propriate officials for setting an appropriate 
pace for implementation of capital require-
ments in their financial system because they 
are most familiar with local financial practic-
esand the legal and economic conditions of 
their respective countries.  

The various international fora, such as ASBA, 
and cooperation and coordination among 
supervisors of the different countries of the 
Region provide adequate support for the 
exchange of ideas and experiences. Supervi-
sors who have participated in drafting Basel 
II and who have implemented this frame-
work will be able to share and communicate 
their knowledge and experiences to other 
supervisors. 

In addition to obtaining support from interna-
tional sources, the supervisors of the countries 
that have not yet implemented Basel II could 
establish the following measures: 

1.First, it is essential that supervisors carry 
out an evaluation of the treatment of op-
erational risk in the financial institutions 
of their jurisdiction. The supervisors must 

define the events that imply operational 
risk and should identify the processes, pro-
cedures and tools that these institutions 
have in place to manage operational risk. 

2.Subsequently, and according to the degree 
of sophistication of different financial insti-
tutions for handling operational risk, mea-
sures to manage and control operational 
risk can be adopted. Later,  supervisors can 
require the implementation of different 
tools to measure operational risk, which 
will allow entities to calculate operational 
risk capital requirements in the future. In 
this regard, it is important to learn from 
the experience of some countries whose fi-
nancial institutions implemented measures 
of control and management of operational 
risk years ago and are now designing tools 
to establish capital requirements. 

3.In the early stages of development of op-
erational risk management, simple calcula-
tion methods for operational risk capital 
requirements can be applied so that the 
entities begin to become aware of this risk 
and to take the necessary steps regarding 
its control and oversight.  Data should be 
gathered that will later serve as an input for 
more advanced models that can be put in 
place in the future. 

4.In this regard, the gradual application of 
the different calculation methods for opera-

displaced or are competing with local institu-
tions. In recent years, acquisitions and merg-
ers of financial institutions have taken place 
in the Region, creating complications for 
maintaining sound and harmonized data-
bases which are indispensable for the correct 
application of Basel II in its most advanced 
alternatives.

Finally, as mentioned, in some countries the 
implementation of Basel II will require con-
siderable time given that it entails legislative 
changes that would require having either a 
sufficient majority in their legislative bodies 
or a high-level political consensus, and nei-
ther is easy to obtain. 
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tional risk capital requirements (Basic Indi-
cator Approach, Standardized or Alterna-
tive Standardized Approach, and the AMA) 
should take into account the degree of so-
phistication of the entities that make up the 
financial system in the different countries. 
As the entities become more sophisticated, 
they will be able to apply the  more complex 
methods for calculating operational risk 
capital requirements.  

To achieve all of these changes and practices 
requires the active participation of supervisors 
who will have to undertake, in many cases, a 
process of training and modernizing their staff 
so they can provide the necessary technical 
support to the entities in their country. 

As previously note, a clear willingness to imple-
ment operational risk capital requirements ex-

ists in most of the countries in the Region, and 
the calculation of these risks will follow, in gen-
eral terms, the principles of Basel II.  However, 
local supervisors also seem to be adamant that 
the application of international standards be 
carried out only so long as the legal and finan-
cial characteristics of their banking systems are 
respected. 

In this regard, the practical advances of some 
of the countries in the Region could serve 
as a guide, together with international stan-
dards, to help with the implementation of 
capital requirements in other countries that 
are still in the initial stages of the process. It 
would also be advantageous for these coun-
tries to have the support and advice from 
those international fora that specialize in 
operational risk. 

chapter 7. Challenges towards basel
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Having analyzed different aspects of opera-
tional risk, the Group presents the recom-
mendations that it considers essential so that 
supervisors in the Region can carry out an ef-
fective process of oversight of this risk.  

1.Supervisors must require all banks and fi-
nancial entities have an effective system in 
place that is able to identify, assess, moni-
tor, control and mitigate operational risks 
in all their lines of business. 

2.Operational risk management should not 
be dissociated from other risk manage-
ment processes inherent to financial in-
termediation. On the contrary, operational 
risk management should be part of a com-
prehensive approach to risk management.  

3.Supervisors must evaluate on an ongo-
ing basis, through on-site and off-site ex-
aminations, that banks have strategies, 
policies, procedures and sound practices to 
adequately manage operational risk, and 
these must be recorded in writing and duly 
approved by the Board of Directors. 

4.Supervisors should ensure that the opera-
tional risk management strategies, policies 
and procedures take into consideration the 
size, complexity and risk profiles of the su-
pervised entities.  

5.Supervisors should require that banks 
generate reports on operational risk that 
allow the Board of Directors, senior man-
agement and  supervisors themselves, to 
carry out the oversight process for opera-

tional risk management and also monitor 
the implementation and application of ad-
opted strategies, policies, and procedures 
regarding this risk.  

6.Supervisors should encourage banks to 
disclose sufficient information to allow 
market participants to understand and 
evaluate the bank’s exposure to risk, the 
quality of its management and the mea-
sures adopted to mitigate the exposure. 

7.Financial institutions should record and 
accumulate historical data by business line 
and type of event in order to identify the 
following: 

business unit risks•	

expected loss estimates•	

unexpected loss estimates•	

frequency of loss events •	

severity of loss events•	

trends in loss events  •	

8.Data on the bank’s historical experience of 
losses provide important information for 
assessing the  bank’s exposure to opera-
tional risk and are necessary to calculate 
capital requirements for this risk. It is im-
portant that supervisors provide guidance 
on how to design the records to collect 
these data.

CONCLUSIONS 
FOR SUPERVISORS IN THE REGION
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